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• To review basic information
about HIPAA and the
HITECH Act

• To provide training on the
adequate use of Protected
Health Information (PHI)

• To present policies and
procedures for compliance
with Privacy and Security
Regulations

OBJECTIVES
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• HIPAA is the acronym for Health Insurance Portability and
Accountability Act of 1996 (45 CFR Parts 160 and 164). This law
provides a framework for establishment of nationwide protection of
patient confidentiality, security of electronic systems, and standards
and requirements for electronic transmission of health information.

• HITECH is the acronym for Health InformationTechnology for Economic

and Clinical Health.  It is part of the American Recovery and 

Reinvestment Act (ARRA), signed by Ex-president Obama on February

17, 2009.  This law added new requirements to the HIPAA Privacy and 

Security rules. 

WHAT IS HIPAA AND HITECH?
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Protected Health Information (PHI)

• Individually identifiable health information, i.e., information that 
could be used to identify an individual.

• Concerns past, present or future physical or mental health, 
health care, or payment.

• Created or received by covered a entity in its capacity as a 
healthcare provider.

• Maintained in any form or medium, e.g., oral, paper, electronic, 
images, etc.

WHAT IS PROTECTED HEALTH 

INFORMATION (PHI)?
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– Name
– Address
– Date of Birth
– Social Security Number
– Telephone Number
– Driver’s License Number
– Occupation
– Medical Record Number
– Account Number
– Identification Number
– E-mail address
– Fax number

WHAT ARE INDIVIDUAL IDENTIFIERS? 
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– Any letter sent or received at MCS

– Any fax communication sent or received at MCS

– Clinical Record or any part of it

– Clinical test results with patient identifying information:

 X Rays

 Laboratory test results

– Prescriptions

– Pre-authorizations

– Billing information

– 1500, UB40 Forms

– Explanation of Benefits (EOB)

– Explanation of Payments (EOP)

– Enrollment Forms

– Any printed document that contains plan members PHI (example: CHRA

Form)

WHAT ARE SOME EXAMPLES OF DOCUMENTS 

THAR CONTAIN PHI?
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WHY DO WE HAVE TO COMPLY WITH 

HIPAA?  

• Because as MCS employees we are obligated to comply with its policies
and procedures

• Because our subscribers trust that MCS will protect the privacy of their
most sensitive and personal information

• Because it is our responsibility to seriously consider the confidentiality
of the subscriber’s information

• To show our commitment with protecting the privacy of the
information that we access and handle

• Because compliance with HIPAA is not optional, but it is a legal
requirement
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WHY DO WE HAVE TO COMPLY WITH 

HIPAA? 
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WHAT HAPPENS IF WE DO NOT COMPLY WITH 

HIPAA? 

• Everytime we access subscriber’s PHI, that is written, spoken or

electronically stored, we are automatically involved with some

standard of the privacy and security regulations.

• People that are adversely affected may file a complaint

• We could be putting MCS’s reputation at risk, which may also

result in financial hardship

• Fines for non-Compliance may run between $100 up to $1.5

million, depending on the type of violation



• Federal Government protects PHI through HIPAA regulations
– Civil penalties up to $1,500,000/year for identical types of violations

 Willful neglect violations are mandatory!

– Criminal penalties:
 $50,000 fine and 1 year prison for knowingly obtaining and wrongfully sharing 

information
 $100,000 fine and 5 years prison for obtaining and disclosing through false 

pretenses
 $250,000 fine and 10 years prison for obtaining and disclosing for commercial 

advantage, personal gain, or malicious harm

• Our organization, through the Notice of Privacy Practices (NPP)

• You, by following our policies and procedures

WHO PROTECTS PHI? 
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Violation Standard Penalty 

Not known by the entity and could not

have been discovered with reasonable

diligence

• $100 to $50,000 per violation

• Up to $1.5 million per type per year

• No penalty if correct w/in 30 days

• OCR may waive or reduce penalty

Reasonable cause, but not from willful 

neglect

• $1000 to $50,000 per violation

• Up to $1.5 million per type per year

• No penalty if correct w/in 30 days

• OCR may waive or reduce penalty

Willful neglect, but corrected within 30 days

of discovery

• $10,000 to $50,000 per violation

• Up to $1.5 million per type per year

• Penalty is mandatory

Willful neglect and not corrected within 30 

days

• At least $50,000 per violation

• Up to $1.5 million per type per year

• Penalty is mandatory

CIVIL MONETARY PENALTIES



• A breach is an impermissible use or disclosure of (unsecured) PHI not 
authorized, which requires a risk analysis in order to determine if, in 
effect, constitutes a breach.   

• Unsecured PHI is PHI that is not rendered unusable, unreadable, or 
indecipherable to unauthorized persons    

• A breach is considered as “discovered” starting on the first day the breach 
is known to the covered entity, or in the exercise of reasonable diligence, 
it should have been known to the covered entity

• Depending on the seriousness of the incident, the covered entity could be 
fined by the Office of Civil Rights, the enforcing agency 

BREACH NOTIFICATION RULE
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SCENARIO #1

• Mari, an employee with many years at the Company, has
access to several system tools and due to her experience,
she is very skillful at searching for PHI in said systems.

• Kathy, who works in another department within the same
Company, finds out that her neighbor Rosita has been
hospitalized and is worried. She asked Mari for assistance
with finding information about Rosita and both, where able
to revise and discuss Rosita’s diagnosis.

• Is this a HIPAA violation? If so, what did both employees
do wrong?
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SCENARIO #2

• Concentrating on their deep conversation, Manuel and Lisa

went inside the company’s elevator at 12:10 PM. They were

discussing a complicated case that they worked the day before.

• The conversation involved their professional opinion. However,

no names or diagnosis information were mentioned during the

conversation. Since they were so involved in their conversation,

they did not notice that the elevator was full of people, who

were very interested in their conversation.

• Is this a HIPAA violation? If so, what did both employees do

wrong?
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• The fax machine must be located in a secured location, with limited and

restricted access

• When sending a fax transmission, use a fax cover sheet, which contains the

corporate Confidentiality Notice

• Before sending a fax, call the addressee and validate the fax number

• After sending a fax, call back to confirm successful delivery of the fax

• Store the fax delivery confirmation sheet

• If you use Right-Fax, always validate the receiver’s fax number

DISCLOSURE OF INFORMATION
USING FAX MACHINES
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• Do not leave PHI exposed or unattended in your work area after

working areas or during extended time periods. For example: on top

of file cabinets, cubicles, desks, tables, etc.

• If your file cabinets, cubicles, desks, or drawers are equipped with

key locks, do use them after working hours

• If your work area does not allow or facilitate for the protection of

PHI, inform about this situation to your Supervisor or the

Compliance Department

• Do not leave unattended PHI in photocopy or Fax machines

PHI HANDLING
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PHI HANDLING
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DISCARD PHI INSIDE THESE CONTAINERS
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• Internet Use. Access should only be provided to trusted Internet portals
that are approved for safe use. Never download any type of program into
your computer to avoid possible contamination

• Electronic mails. Do not use the e-mail system for sending or receiving
personal messages. Never open an attachment to a suspicious message or if
you do not know the sender. Always use an encryption method when
sending electronic mail containing PHI to a recipient outside MCS’s network

• In order to protect the access to PHI: The covered entity has
implemented user names and passwords for each person with access to the
information systems. Automatic logoff is also used to achieve this protection

SECURITY RULE APPLICATION
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• Do not leave unattended inside your vehicle documents containing PHI, 
laptops, tablets or any other electronic device that holds PHI. 

• Before leaving your computer, match CTRL-ALT-DELETE on the keyboard,
make sure “lock this computer” is selected, and hit the ENTER key.

• If you use any mobile electronic device for work purposes, use a password in
order to protect the acccess to it. Ex: cell pone,Tablet, etc.

• Maintain all electronic media storage devices in safe places; like pen-drives,
CDs, laptops, tablets, telephones, etc.

SECURITY RULE APPLICATION cont.
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• Information transmitted via Email that contains PHI must be sent
in a secured and private way:

– PHI sent outside MCS’s communications network must be sent encrypted
using MCS’ mechanism.

– PHI sent within MCS’s communications network does not have to be 
encrypted, but always validate the receiver’s e-mail address to avoid sending
the message outside MCS by mistake.  

DISCLOSURE OF INFORMATION
Sending E-mails

22



23

https://www.bing.com/images/search?q=non+copyrighted+decision+clipart&qs=n&form=QBIR&pq=non+copyrighted+decision+clipart&sc=0-21&sp=-1&sk=
https://www.bing.com/images/search?q=non+copyrighted+decision+clipart&qs=n&form=QBIR&pq=non+copyrighted+decision+clipart&sc=0-21&sp=-1&sk=


• So they can be investigated, managed, and documented

• So they can be prevented from happening again in the future

• So damages can be kept to a minimum

• To minimize your personal risk

• In some instances, management may have to notify affected 

parties of lost, stolen, or compromised data

WHY IS IT IMPORTANT TO REPORT INCIDENTS 

AND RESPOND TO COMPLAINTS? 
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• The policies and procedures that are required by the Privacy and Security
regulations were implemented to ensure the protection of our
subscriber’s PHI. Those employees, contractors, and other members of
the workforce that do not comply with these MCS guidelines are exposed
to disciplinary measures that may include from a written admonition,
through employment termination.

• It’s everyone’s responsibility at MCS to maintain the highest level of
confidentiality for our subscriber’s PHI, whether in written, oral, or
electronic form. This holds true for regular and temporary employees,
contractors, and any outside personnel holding a work relationship with
MCS.
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COMPLIANCE WITH HIPAA



• According to the HIPAA Privacy regulation, PHI may only be used and/or
disclosed for Treatment, Payment, and Healthcare Operations. Any other
use and/or disclosure must be authorized in writing by the subscriber.

• Everyone should remain alert for any confirmed or suspected event that
may compromise the confidentility of our PHI. Such events must be
informed to your immediate Supervisor and/or the Privacy Unit, as
described in MCS’s Employee Manual and as required by applicable HIPAA
Privacy and Security policies and procedures, which are available for
review in Compliance 360.

COMPLIANCE WITH HIPAA
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 Compliance Department
• Email: mcscompliance@medicalcardsystem.com

• Location: 17th Floor, MCS Plaza Building

 Chief Compliance Officer (CCO)
• Maité Morales Esq. LL.M. CHC

• Telephone: 787-758-2500 ext. 2661

 Confidential Lines of Communication ACTright:
• 1.877.MCS.0004 (1.877.627.0004)

• www.mcs.com.pr

CONTACTS  YOU SHOULD REMEMBER
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 Compliance Affairs Director & Privacy 
Officer

• Alexis Lebrón Brayfield, Esq. L.L.M., CHC

• Telephone: 787-758-2500 ext. 2694

 Senior Privacy Compliance Specialist
• Heriberto Ruiz Ramos

• Telephone: 787-758-2500 ext. 2321

 Privacy Compliance Specialist
• Iris T. Rivera Crespo

• Telephone: 787-758-2500 ext. 4929

 IT Security Director
• Xohara AyusoVázquez

• Telephone: 787-758-2500 ext. 5431

CONTACTS  YOU SHOULD REMEMBER
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Remember…
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